Acceptable Usage Policy

for

Milltown National School

Acceptable Use Policy (AUP)

The aim of this Acceptable Use Policy is to ensure that pupils will benefit from learning opportunities offered by the school’s Internet resources in a safe and effective manner.  Internet use and access is considered a school resource and privilege.  Therefore, if the school’s AUP is not adhered to, this privilege will be withdrawn and appropriate sanctions, as outlined in this AUP, will be imposed.  It is envisaged that school and parents will revise the AUP every two years.  Before signing the parental consent form (see appendix A), the AUP should be read carefully to ensure that the conditions of use are accepted and understood.  This policy was developed by the staff of the school to ensure that the pupils of the school safely use the internet as a wonderful learning resource.  Milltown National School’s IT resources are intended to be used solely for educational activities.
School’s Strategy

The school employs a number of strategies in order to maximise learning opportunities and reduce risks associated with the Internet.

These strategies are as follows:

General

· Internet sessions will always be supervised by a teacher or staff member.

· Filtering software and/or equivalent systems will be used in order to minimise the risk of exposure to inappropriate material.

· The school will regularly monitor pupil’s Internet usage.

· Students and teachers will be provided with training in the area of Internet Safety.

· Uploading and downloading of non-approved software will not be permitted.

· Virus protection software will be used and updated on a regular basis.

· The use of personal memory sticks or other digital storage media in school requires a teacher’s permission.

· Students will treat others with respect at all times and will not undertake any actions that may bring the school into disrepute.

World Wide Web

The school has a filtering software system that is used in order to minimise the risk of exposure to inappropriate material. Nonetheless, students must comply with the following strict rules:

· Students will not intentionally visit Internet sites that contain obscene, illegal, hateful or otherwise objectionable materials.

· Students will report pupils accidentally accessing of inappropriate materials in accordance with school procedures.

· Students will use the Internet for educational purposes only.

· Students will not copy information into assignments and fail to acknowledge the source (plagiarism and copyright infringement). All sources of information must be acknowledged. 
· Students will never disclose or publicise personal information.  

· Downloading materials or images not relevant to their studies, is in direct breach of the school’s acceptable use policy.
· The School can carry out regular or occasional checks to verify that IT resources and devices are being used in compliance with the provisions of this policy and reserves the right to revoke this privilege if need be.  
School Website

· At times pupils’ school work and/or group photographs of pupils, may be published on the school website. The publication of student work will be co-ordinated by a teacher and uploaded by Lurtel, the company in charge of admistrating our school website.
· Pupils’ work will appear in an educational context on Web pages with a copyright notice prohibiting the copying of such work without express written permission.

· The school may use digital photographs or video clips focusing on group activities.  Video clips may be password protected.

· Personal pupil information including home address and contact details will be omitted from school web pages.

· The school website will avoid publishing the first name and last name of individuals in a photograph.

· Pupils will continue to own the copyright on any work published.

School Email Account
· Each pupil will have the opportunity to have access to  Microsoft Education 365 and a school email account. The email address will be an @milltownns.ie address. 
· The email password with which the pupil is provided is personal and may be used only by the pupil concerned.  Therefore, passwords must be absolutely confidential and may not be divulged to third parties (with the exception of the pupil's parents/guardians).
· The pupil will inform his/her teacher in the event of a problem with his/her email account and of loss, theft or compromising of his/her password/email account.
· Access to Microsoft Education 365 and the associated email address must be only used for schoolwork and not used for any other purposes. Pupils are prohibited from using the email address linked to their O365 account to create accounts on applications, websites or software without prior permission from the class teacher.
· Pupils are prohibited from connecting to social media with their school email address (…@milltownns.ie).
Personal Devices

Pupil personal mobile phones and I-Pads are not permitted in school. If pupils need to bring a mobile phone into school for an after school activity, they must have a signed note from their parent/guardian and hand up the phone at the start of school. The phone will be returned at the end of the school day.

School I-Pads

Teachers may use the school I-Pads in the class to assist teaching and learning at times. The I-Pads must be handled carefully and respectfully. The unauthorised taking of images with an I-Pad camera, still or moving, is in direct breach of the school’s acceptable use policy.

Support Structures

The school will inform students and parents of key support structures and organisations that promote safe internet use. Such organisations include Webwise.ie.
General rules of good online and internet use behaviour

1. Respect for confidentiality

Pupils are forbidden from:  

· seeking to appropriate other people's passwords, 

· logging in with other people's user names and passwords, 

· using another user's open session without his/her explicit permission,

· opening, editing or deleting other people's files and, more generally, trying to access information belonging to them without their permission,  

· saving a password in Internet software such as Google Chrome, Internet Explorer, Firefox, etc., while using a device that is not private.

2  Respect for the network and for workstations 

Consistent respect for the school IT hardware must be shown.  Computer Laptops, I-Pads, keyboards and mice must be handled with care. Thus, pupils are not allowed to eat and drink when using IT hardware in the School, so as not to damage them.

Pupils are forbidden from: 

· seeking to change the computer's/laptop’s/I-Pad’s configuration,  
· seeking to change or to destroy network data, 

· installing software or copying software present on the network, 

· accessing or attempting to access resources other than those allowed by the School,

· opening messages, files, documents, links, images sent by unknown senders,

· inserting, into any device whatsoever, a removable drive, without the permission of the class teacher, 

· connecting a storage device or medium (USB, mobile phone, other) without the permission of the class teacher,  

· deliberately interfering with the network's operation, and in particular by using programs designed to input malicious programs or to circumvent security (viruses, spyware or other),

· subverting or attempting to subvert the protection systems installed (firewall, antivirus programs, etc.), 

3. Respect for intellectual property rights 
Pupils are forbidden from: 

· downloading or making illegal copies of material (streaming, audio, films, software, games, etc.) protected by intellectual property rights,

· Plagiarising, i.e. reproducing, (re)disseminating, communicating to the public, in any form whatsoever, any information, irrespective of the medium (table, graph, equation, article of a legal act, image, text, hypothesis, theory, opinion, etc), which might be protected by intellectual property rights (copyright, etc.). 

· The use of information found on the Internet for classwork implies that the sources must be included and correctly quoted by the pupil. 
4. Respect for the members of the school community and of the School

Pupils are forbidden from: 

· displaying on screen, publishing documents or taking part in exchanges of a defamatory, abusive nature, extremist, pornographic, discriminatory, whether based upon racial or ethnic origin, political opinions, religion or philosophical beliefs, medical condition, or sexual orientation

· bullying other people (cyberbullying), in their own name or using a false identity or a pseudonym;

· using other people's lists of email addresses or personal data for purposes other than those intended by pedagogical or educational objectives;  

· using improper languages in emails, posts, chats or any other means of communication whatsoever (the message's author has sole responsibility for the content sent); 

· damaging the reputation of a member of the school community or of the School, in particular by disseminating texts, images and/or videos.
5.
Special rules regarding Online Learning and Distance Learning
Online learning or teaching implies following the rules for proper use and good behaviour as laid down by this policy, whether within the framework of:

· online learning or teaching at school (‘blended learning’), implying use of digital learning resources approved by the School's Management or engaging in asynchronous online activities (homework), 

· remote online learning or teaching (‘distance learning’), when lessons in the School are suspended,

In addition, the following are prohibited:


photographing and/or filming, by means of personal devices, the teacher(s) and the pupils participating in online learning and, a fortiori, from publishing such images/videos,


participating in online learning or teaching sessions which the pupil might not have been expressly invited to attend,  


inviting participants to online learning or teaching sessions without the agreement of the person organising the session,  


using digital learning resources to intimidate, bully, defame or threaten other people.  

Image rights are recognised rights for each of the members of the school community, which is why  the School will not tolerate the use of images/videos taken without the knowledge of the persons concerned.  

Sanctions

Misuse of the Internet may result in disciplinary action, including written warnings, withdrawal of access privileges and, in extreme cases, suspension or expulsion.  The school also reserves the right to report any illegal activities to the appropriate authorities.

Permission Form

Please review the attached school Internet Acceptable Use Policy, sign and return this permission form to the Principal.

Ratification

The Acceptable Usage Policy of Milltown National School was ratified and sanctioned by the Board of Management.

Signed:
________________________

_______________



Chairperson, Board of Management


Date

Appendix A-AUP Parental Consent Form for 
Milltown National School

Name of Pupil:


Class/Year:

Pupil

I agree to follow the school’s Acceptable Use Policy on the use of the Internet.  I will use the Internet in a responsible way and obey all the rules explained to me by the school.

Pupil’s Signature:
_____________________
Date:
_____________

Parent/Guardian

As the parent or legal guardian of the above pupil, I have read the Acceptable Use Policy and grant permission for my son or daughter or the child in my care to access the Internet.   I understand that Internet access is intended for educational purposes.  I also understand that every reasonable precaution has been taken by the school to provide for online safety but the school cannot be held responsible if pupils access unsuitable websites.

I accept the above paragraph:


I do not accept the above paragraph:


(Please tick as appropriate)

In relation to the school website, I accept that, if the school considers it appropriate, my child’s school work may be chosen for inclusion on the website.  I understand and accept the terms of the Acceptable Use Policy relating to publishing children’s work on the school website.

I accept the above paragraph:


I do not accept the above paragraph:


(Please tick as appropriate)

Signature:
_____________________

Date:
_______________

